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Configurando servidor RADIUS

Breve descricao do RADIUS:

O RADIUS é um protocolo que visa a autenticacao, autorizacao e gestao de utilizadores, para acesso a
rede ou servicos de rede (conceito AAA). RADIUS é normalmente usado para gerir e tornar mais
seguro o acesso a Internet ou a redes internas. O Protocolo RADIUS baseia-se num sistema
cliente/servidor. O Servidor de RADIUS utiliza o conceito AAA para gerir 0 acesso a rede. Este conceito
refere-se aos processos de autenticacao e autorizacao e contabiliza ¢ao (accounting) que sao
utilizados para estabelecer uma ligacdo a Internet ou utilizar aplicaces de acesso a rede. Uma rede
ou servico de rede que utilize o protocolo RADIUS necessita de autentica ¢cao para permitir a ligacao
deste utilizador/dispositivo a esta. Apds autenticacao é determinado quais sao os privilégios a que o
utilizador autenticado esta autorizado, e é contabilizado (accounting) e gravado o acesso deste no
servidor RADIUS, de modo a haver uma melhor gestao e controle de acessos. O RADIUS tornou-se
assim uma ferramenta necessaria para controlo e seguranca de acessos a rede de Internet ou redes
internas. — Fonte: paginas.fe.up.pt

Requisitos:

Servicos Necessarios:

1. Active Directory Domain Services
2. AD Certificate Services
3. Network Policy and Access Services

Portas:

Porta|Protocolo Descricao

1645 UDP RADIUS Authentication

1646 UDP RADIUS Accounting

1812 ubP RADIUS Authentication default port
1813 UDP |radius-acct, radacct, RADIUS accounting

Passo 1

Instalar e configurar o Active Directory Domain Services

Passo 2

Instalar o Active Directory Certificate Services e configurar o servidor como autoridade
certificadora
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Passo 3

Instalar o Network Policy and Access Services e registra-lo no Active Directory

Passo 4

Criar grupo para computadores que terao permissao para conexao através do
RADIUS

Gerenciador do Servidor » Ferramentas » Usudrios e computadores do Active Directory

View

Help

Server Manager * Dashboard © Manage  Tools
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

Dashboard WELCOME TO SERVER MANAGER

ii All Servers Active Directory Sites and Services
E® ADCS Active Directory Users and Computers
1 Add other ser _
I—i-i AD DS ADSI Edit
:% e QUICK START 2  Add roles and Component Services
- Computer Management
& File and Storage Services P 3  Create a servg Defragment and Optimize Drives
@ Remote Desktop Services I DFS Management
Disk Cleanup
WHAT'S NEW DS
Event Viewer

Escolher OU de sua Preferéncia, clicar com o botao direito -> Novo -> Grupo
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B Active Directory Users and Cormputers

File  Action  Wiew Help
e —" = b —_— e o —
e 2@ BBz HEPaETEa%
: Sictive Directory Users and Com || Mame - Type Description
| Sawed Queries
v 3 gugainfo.local
| Builtin
- Cu:-mp.uters Delegate Contral..,
2 | Daomain Controllers
| ForeignSecurityPrincipal: Merve..
w (2] Gugalnfo Find...
| C t
= AT e Computer
2| Groups
5] Integrations All Tasks * Contact
. 2| Users Refresh Group
| Keys
- ] Yt,ﬂ., Found B sk InetOrgPersan
S Dun. rsDE-ShadowPrincipalContainer
| Managed Service Accour Yiewy 3 _
“| Program Data rslmaging-PSPs
| Systern Arrange lcons > RASKQ Queue Alias
7| Users Line up lcons Organizational Unit
| NTDS Quotas Properties Printer
| TPM Dewices 0
HElrJ Ser
Shared Folder

Dar nome ao grupo, ok

Mewe Ohject - Group

% Create in:  gugainfo.localfGugalnfo/Groups

Froup name:
| RADIUS| WLARM |

Group name (pre-YWindows 20007;
| RADIUS WLAN |

GEroup scope Group bype
() Domain local (®) Security
(®) Global i) Distribution
() Universal

Cancel
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Passo 5

Adicionar membros ao grupo criado para acesso através do RADIUS

e Usuarios -» Podem ser utilizado para dispositivos que nao facam parte do dominio
e Computadores - Permitindo que computadores do dominio se autentiquem sem
necessidade de inserir credenciais

Propriedades de RADIUS_WLAN ? x
Geral Membros  Membro de  SGerenciado por
Membros:
Mome Pastas de Servigos de Dominio Active Direg
A FABIOFERREIRA gugainfo local /GugalnfoComputers
A GUGADELL gugainfo local/GugaInfo/Computers
A GUGADESK gugainfo local/Guga Info/Computers
A GUGANOTE gugainfo local/GugaInfo/Computers
_:_; Teste gugainfo local/Guganfos/Users
£ >
Adicionar... Remover
Cancelar Aplicar
[ ]
Passo 6

Liberar portas no firewall do Windows para comunicacao com o RADIUS

e CMD:

e netsh advfirewall firewall add rule name="Permir RADIUS" dir=in
action=allow protocol=UDP localport=1645-1646,1812-1813 enable=yes

Passo 7
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Criar GPO para geracao automatica de certificado digital para as maquinas
que se autenticarao através do RADIUS.

* Manager

Server Manager * Dashboard e Manage  Tools  View _ Help

Active Directory Administrative Center
Active Directory Domains and Trusts
Dashboard WELCOME TO SERVER MANAGER N )
= Active Directory Madule for Windows PowerShell
ii All Servers Active Directory Sites and Services
E® ADCS 1 Add other ser Active Directory Users and Computers
I—i-i AD DS ADSI Edit
:% DNS QUICK START 2 Add roles and Component Services
_ Computer Management
& File and Storage Services b 3 Create a serve Defragment and Optimize Drives
@ Remote Desktop Services P DFS Management
Disk Cleanup
WHAT'S NEW DNS
Event Viewer
File Server Resource Manager
Group Policy Management
b I EARN MORE e

Criar GPO na mesma OU onde ficam os computadores

E Grou p Policy Managerment

5L File  Action  iew Window  Help
o9 (27 B[ XE G HE
_’=='£ Group Policy Managerment Computers

v & F?rESt: gugainfa.local Linked Group Policy Object:  Group Policy Inheritance  Delegation
v | Z5 Domains

~ 3 gugainfolocal LinkAEIru:Ier GPO Enfarced
i/ C_LockScreen
s C_Llogon Message/FIM
= C_RDP
=i Default Domain Policy
2 | Domain Controllers
v [2] Gugalnfo
=] C_NTP_Client
=/ UC_Béinfo
2| Camputers
= Groups Create a GPO in this domain, and Link it here,.,

2| Integratia Link an Existing GPO..,

2 Servers Block Inheritance
2 U
e Group Policy Update...

=f Group Palicy

Defina um nome como preferir
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Mewe GPO

M ame:

C_RaDIUS_AutoCer

Source Starter GPO:

[nione]

Cancel

Adicione o grupo criado anteriormente ao filtro de seguranca da GPO

I3

=)
ZL File  Action  View ‘indow Help

oo 6l HE

Z Group Palicy Management
v _f_‘\ Forest: gugainfo.local
v (54 Domains
~ 3 gugainfo.local
5/ C_LockScreen
5/ C_Logon Message/PIN
=] CRDP
sz Default Domain Palicy
2| Domain Controllers
v (2] Gugalnfo
S C_NTP_Client
= UC_BGinfa
w (2] Computers
) C_RADILE AutoCert
21 Groups
2| Integrations
2| Servers
o Users
= Group Policy Objects
& WMl Filters
] Starter GPOs
[ Sites
sE2 Group Palicy Modeling
4 Group Policy Results

C_RADIUS_AutoCert
Scope  Details  Settings  Delegation
Links

Diizplay link s in thiz location: qugainfo local

The fallowing sites, damainz, and OUs are linked ta this GPO:

Lacation ser, Cornputer, or Group
(2] Computers
Select thiz ohject type:
|User, Group. or Built-in security principal | Object Types...
Fram this locati
Security Filtering el - I: loca ;Dn
" Lo guganto. jocal Locations...
The settings in thiz GPO can only apply to the faollg | | oeaans
Mame i Enter the object name to select [eramples]:
B2 Authenticated Users BADIUS WIAN Check Names
Add... Femove Advanced... Cancel
WHI Filtering
Thiz GPO iz linked to the following "] filter:
<nones w Open

Editar GPO para ativar "Cliente Servicos Certificado - Registro Autom."

e Configuracao de computador - Politicas » Configuracoes de Seguranca - Politicas de

chave publica

e Habilitar e marcar as opcoes “Renovar certificados expirados” e “Atualizar
certificados que usam modelos”
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s Client - &uto-Enrollment Properties

Certificat

Enrollment Policy Configuration

Enrall user and computer certificates autormatically

Configuration Maodel:

Renew expired certificates, update pending certificates, and remove
revoked certificates

Ipdate certificates that use certificate templates

Log expiry events and show expiry notifications when the percentage of

Enabled w

remaining certificate lifetime is

IS

"Storel, StoreZ, Store3"

Additional stores, Use "," ko separate multiple stores, For example:

Cancel apply

Criar nova configuracao de solicitacao automatica de certificado

e Configuracao de computador - Politicas » Configuracoes de Seguranca - Politicas de

chave publica - configuracao de solicitacao automatica de certificado

H Group Policy Management Editor

File  Action  Wiew Help
e« | nEc= HE

4 Registry
4 File System
i; Wifired Metwork (IEEE 802.3) Policies
| Windowes Defender Firewall with Advanced 5
| Metaark List Manager Policies
i.gf Wireless Metwark (JEEE 802,173 Policies
w || Public Key Palicies
| Encrypting File Systemn
| Data Protection
_| BitLocker Drive Encryption
_| BitLacker Drive Encryption Metwark Unlo
| Automatic Certificate Request Settings
| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Autharities
| Trusted Publishers
| Untrusted Certificates
| Trusted Peaple

Automatic Certificate Request

There are no iterms to show in this wiew,

Mews > Autornatic Certificate Request..
Refresh

Wiewy >

Arrange [cons >

Line up lcons

Help
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Avancar, escolher a opcao "Computador", avancar e concluir

Sutornatic Certificate Request Setup Wifizard

Certificate Template i
The nest time a computer logs on. a certificate bazed on the template you select iz <= B
provided. -

A certificate termplate iz a zet of predefined properties for cerificates izsued to
computerz, Select a template from the following list.

Certificate templates:

M ame Intended Purpozes

Corpriter Clignt Authentication, Server Authenticatior
Dornain Controller Client Authentication, Serer Authenticatior
Errollment Agent [Computer] Certificate Request Agent

IPSec IP zecunty IKE intermediate

£ >

< Back Cancel

Passo 8

Configurar o Servidor de Politicas de Rede (NPS)

¢ Iniciar » Ferramentas administrativas —» Servidor de Politicas de Rede

» Selecionar Uma situacao de configuracao na lista

o Escolher a opcao: Servidor RADIUS para Conexodes 802.1X com/sem Fio

https://gugainfo.com.br/
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@ Metirark Policy Senser
File  Action  iew Help

&= @ H=

I
O
X

€5 MPS (Local) NPS [Local)
» [ ] RADIUS Clients and Servers :
o [ Policies Getling Started
‘ﬂ Accounting Metwark Policy Server [NPS] allows pou ta create and enforce organization-wide nebwork. access policies for
> Wl Ternplates Managerment connection request authentication, and connection request autharization.

Standard Configuration -

Select a configuration scenano from the list and then click the link. below to open the scenano wizard.

RADIUS server for 8021 wireless or Wired Connections -

RADIUS server for 802_1X Wirelezs or Wired Connections

Wihen you configure MPS as a RADIUS server for B02. 1% connections, you create network, policies that allow

MPS5 to authenticate and authorize connections from wireless access points and authenticating switches [also
called RADILUS chents).

n Configure 802,75 n Learn mare

Configurar 802.1X

e Selecionar Tipo de Conexdes 802.1X
o Conexao sem Fio Seguras
o Definir um nome como preferir
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Configure 202,1X

l Select 802.1X Connections Type

- |

Type of 802.1X connections:
(®) 5 ecure Wireless Connections

YWhen pou deploy 8021+ wireless access pointz on your network, MPS can authenticate and authorize
cohhection requests made by wirgless clients connecting through the access paints.

() Secure Wired [E themet] Connections

YWhen pou deploy 802 1 authenticating switches on pour network, MPS can authenticate and authorize
cohnection requests made by Ethermet clientz connecting through the switches.

Mame:
Thiz default text iz uzed az part of the name for each of the policies created with thiz wizard. You can uze the
default text ar modify it .

X

Secure Wireless Connections

Presviouz Finizh Cancel

Especificar Switches 802.1X

¢ Adicionar Clientes RADIUS

https://gugainfo.com.br/
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Configure 802.1% >

l Specify 802.1X Switches

Please specify 802, 1% switches or \Wireless Access Painks (RADIUS Clienks)

RADIUS clients are netwaork. access servers, such as authenticating switches and wireless access paint.
RabDIUS clents are not client computers.

To zpecify a RADIIS chent, click Add.

RADIUS clients:

Add...

Edi...

Femove

Presviouz Firizh Cancel

Inserir nome amigavel

Inserir Endereco IP do dispositivo (AP) que se conectara ao servidor RADIUS

Definir manualmente ou gerar uma senha para esta comunicacao entre o cliente (AP)
e o servidor RADIUS
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Mewe RADILS Client >

Settingz

Select an existing template:

Mame and Address
Friendly name:
|UsP-Pro

Addrezs [IP or DMS):
|192.1EB.'IF'.1EI'I Werify. .

Shared Secret
Select an exizting Shared Secretz template:;

MHone e

To manually type a shared zecret, click Manual. To automatically generate a shared
zecret, click Generate. You must configure the BADIUS chent with the zame shared
gecret entered here. Shared secrets are case-zengitive.

(®) Manual () Generate

Shared secrat:

Confirmn shared secret;

Cacel oy

Configurar um Método de Autenticacao

e Escolher o tipo
o Selecionar o: “Microsoft Protected EAP (PEAP)
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Configure 802.1% >

l Configure an Authentication Method

- |

Select the EAP tupe far this palicy.

Type [bazed on method of acceszs and network configuration]:

Microzoft; Protected EAP [FEAF) o Configure. ..

Presviouz Firizh Cancel

= Editar Propriedades do PEAP
= Em: “Certificado emitido para:” Escolher sua Autoridade certificadora (CA)
criada anteriormente
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Edit Protected EAP Praperties *

Select the certificate the server should use ko prove its identity to the client,
& certificate that is configured For Protected EAP in Connection Reguest
Palicy will override this certificate,

Certificate issued ko: gugainfo-SRY0Z-CA »
Friendly name: quainfo-SRY0Z-CA

Issuer; gugainfo-Ca

Expiration dake: 3N 92023 9:36:54 AM

Enable Fast Reconnect
[ ] Disconnect Clients without Cryeprobinding
Eap Types

Secured password (EAP-MSCHAP w2 Move Up

Mave Dawn

Add Edit Remove Cancel

Especificar Grupos

e Adicionar Grupo que criamos anteriormente para acesso ao RADIUS
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. Specify User Groups

| IJsers that are members of the selecked qroup or groups will be allowed or denied access
~ based on the network policy Access Permission sekting.

To zelect Uzer Groups, click Add. If no groups are selected, thiz policy applies to all uzers.

1

GTDUFIS Add...
GUGAIMFOMRADIIS Wil Femove
Select Group >
Select thiz object type:
| Group | Object Types. ..
Fram thiz lacation:
| gugainfo.local | Locations. ..
Enter the abject name to zelect [examples]:
|BADILS wiLih] Q Check Mames
Advanced... 5 Cancel

Prevviouz M ext l_1 Finizh Cancel

Avancar e finalizar
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Configure 802,13 ot

Completing New IEEE 802.1X Secure Wired and
' Wireless Connections and RADIUS clients

—

Yaou have successfully created the fallowing policies and configured the fallawing BADIIS clients.

+ To wieww the configuration details in your default browszer, chck Configuration Details.
+ To change the configuration, click Previous.
+ To zave the configuration and cloge thiz wizard, click Finizh.

Connection Bequest Policy:
Secure "Wirelesz Connections

Metwork Policies:
Secure “Wirelesz Connections

Configuration Detailz

Presviouz M et Finizh Cancel

Configurar Clientes

Exemplo de configuracao de cliente RADIUS Unifi

From:
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